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Crypto IPs are important for emerging technologies. They contain sensitive information which needs to be protected
Side-channel leakage from implementation vulnerabilities in crypto IPs needs to be evaluated.
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We have worked on a Pre-Silicon Side Channel Leakage (SCLA) Verification flow targeting the RTL level

PRE-SILICON RTL SIDE-CHANNEL LEAKAGE VERIFICATION FLOW
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Traces with different After Alignment
duration

Correlation plot without key Tscore
disclosed

(Generation Alignment Analytics

EVIDENCE: KEY DISCLOSURE AND RUNTIME STATS
4

. )
P N Key Disclosure Data
Flow Chart * The leakage model targeting last round of i, o] ecessngi o’ siens $olirbe e
« Custom leakage model can target different crypto function to cover open-source AES can disclose 128 bits of AES ]\
all possible side-channel leakage ey with 3989 traces
. RTL Cycle-apcurate power can disclose the key as an early » Flow is completely scalable with CPUs due to —
indicator of side-channel resistance Custom Leakage narallel trace processing and side-channel
- Gate-level cycle-accurate m‘:de' analytics
power models the \ * Linear runtime increase with # traces and #
synthesized gate power 2. Trace 3. leakage models 5
. . . H H . " Y
with the high accuracy and | alignment with | S'de'l"h_a““]f' » Total runtime can be controlled under half g e~ Y e
security coverage, with trigger signal a"ﬁ ysis o day for a quick TAT
5-10x |Onger runtime reference Hoss Custom leakage model RTL activity RTL Profile Power Gate power
# of profile # of Runtime Peak CPUs 1* round of AES No disclosure No disclosure 7 bytes
power traces leakage LAY 1°* round of add_round_key No disclosure No disclosure 9 bytes
models (GB) Hamming : : )
: Weight last round of AES No disclosure No disclosure 16 bytes in 403
1. =T : 10000 1 10 min 1.6 10 5 traces
' ' or gate
Verllog (RTL ob g?te) nei_:“St Cycle-accurate f ti J | 1M 1 40 min 3.8 40 Last round of add_round_key | No disclosure No disclosure No disclosure
'Standard-Ce” L|berty f||e ‘ power profiling unctiona 15t d of AES No discl No discl No discl
. S tors 10000 16 4 hr 30 6.75 10 round o o disclosure o disclosure o disclosure
Parasitic file Vet min 1°* round of add_round_ke i ' i
_ _key No disclosure No disclosure No disclosure
-SDC file Hamming ; . :
\_ ) Distance last round of AES No disclosure | 16 byte in 3989 16 bytes in 982
traces traces
Last round of add_round_key | No disclosure No disclosure No disclosure
\_ /

SUMMARY & FUTURE WORKS

* Pre-silicon security verification flow is essential for semiconductor industry .

* Proposal of EDA flow for side-channel trace generation, alignment and analytics

» Scalable performance and comprehensive coverage of leakage to mitigate power side-channel
vulnerabilities
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